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Executive Summary 
 

SAVE R VOTE is a non-partisan citizen-driven organization dedicated to the goal 
of secure, auditable and transparent elections in Riverside County.  Over the last 4 
years, 100+ volunteers have put in over 5,000 hours monitoring, analyzing, 
reporting, and recommending actions for improvement of the electoral system.  
As a result of SAVE R VOTE recommendations, over two dozen improvements 
have been implemented. 
 
And while these improvements slowly move the county forward in compliance 
with election laws, certification requirements, and transparency, the fact remains 
that Riverside County is still out of compliance with a good number of laws and 
regulations.  The laws and regulations are absolute – they don’t provide for partial 
compliance.  We applaud the steps made toward compliance, but now is the time 
to comply without exception.  
 
The biggest problems we observed were: 
 

• Inadequate security for the ballots, voting machines and memory cards, 
often in apparent violation of election code, certification requirements and 
ROV policy; 

• A lack of accountability all along the chain of custody of these essential 
election materials is again often in apparent violation of election law, 
certification requirements and ROV policy; 

 
In America, our vote is the currency of our democracy.  As Thomas Paine said, 
“The right of voting …is the primary right by which all other rights are protected.  
To take away this right is to reduce man to slavery.”  Nationwide there has been a 
multitude of reports of problems with accurately counting votes on electronic 
voting machines and scanners/tabulators that are easily programmed to produce 
any result desired.  In one precinct in Ohio [Gahanna, OH Ward 1B – New Life 
Church Polling site], 4,258 electronic votes were recorded when there were only 
638 registered voters http://forums.randi.org/archive/index.php/t-30663.html.  
 
When there is insufficient transparency to allow the citizens to see exactly how 
every aspect of the election is conducted (as required by California Election Code 
Sections 15004 et al), then there is no ability to verify that the announced results 
reflect the wishes of the voters.  
 
Think about this concept for just a moment.  History tells us of political 
operatives who will do anything to win an election.  After all, the very fate of the 
world is potentially at stake when Americans go to the polls in November to vote 
for a president and a vice president.  These two individuals will have control over 
trillions of dollars of assets (and debt) and will control the mightiest military on 
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the planet.  In local elections, budgets totaling in the billions and critical policy 
issues are at stake. 
 
No criminal background checks are performed in Riverside County, despite 
repeated requests and warnings of the consequences.  No outside audits of the 
ROV operations have been performed, as recommended by the Blue Ribbon 
Committee and SAVE R VOTE.  Therefore the citizens have the right, indeed the 
duty, to monitor elections to minimize any appearance of or actual impropriety. 
 
What follows are findings of “broken links” in the security and the “chain-of-
custody” of our election system here in Riverside County.  If the citizens fail to 
insist on closing the broken links, and the Board and the Registrar refuse to mend 
them, we will be absolutely unable to verify the most important activity of our 
government, the orderly transition of power through an honest and transparent 
balloting process. 
 
The top 10 “broken links” in Riverside County 
 

1. Voting machines are left unattended in public locations for up to 11 days 
before the election, making them vulnerable to tampering or theft. 

2. Many voting machines are never signed for or dated upon leaving the 
ROV warehouse, thus leaving no accountability for who has them or who 
has access to them and for how long. 

3. Failure of many precinct workers to complete accurately the required 
reconciliation documents of the number of cast and unused ballots 
potentially compromises the integrity of the vote count process by leaving 
the status of tens of thousands of ballots un-reconciled.  Unused ballots 
have been used to increase vote counts in other jurisdictions. 

4. Over 98% of precinct inspectors failed to count the number of blank 
ballots they were given before the election as they are required by ROV 
accountability procedures.  Of the few who did, we found several who 
reported receiving fewer than the number printed on the Ballot Inventory 
Sheet.  Only 9 of 720 inspectors (just over 1%) properly completed the 
beginning Ballot Inventory Sheet. 

5. A number of the boxes of voted and unvoted ballots, required by 
regulations to be sealed to prevent tampering, arrived at the collection 
centers without any seals or with broken seals and no explanation or 
follow up as to why security is so lax. 

6. Some of the 22 collection sites, where precinct inspectors bring their 
ballots and voting machine memory cards after the polls close, have 
consistently failed to account for the items brought to them from the 
precincts, with the ROV’s office being the prime example. 

7. The privacy of vote-by-mail ballots has been completely compromised 
since a November 2007 decision by the ROV to eliminate privacy sleeves 
for the ballots.  Without the privacy sleeves, ROV staff can now see how 



 3

someone voted the minute they remove the ballot from the envelope (which 
contains the voter’s name), thus compromising every voters’ right to cast 
his or her ballot anonymously and privately. Unscrupulous staff could 
“lose” ballots for the “wrong” candidate. 

8. On Election Night, workers at the central office often failed to record 
what came in and the time, making accountability for ballots and memory 
cards virtually impossible.  In addition, observers were prohibited from 
viewing any items coming in the back of the building, thus raising further 
opportunities for undetected election fraud. 

9. The ROV indicated an intention to erase the results cartridges of June 
election, thus preventing the “original” electronic votes from ever being 
audited. 

10.  No copy of required Precinct results posting indicating number of ballots 
cast is sent to the ROV office as required by “Certification Condition 15”, 
thus giving no comparison number to check central tabulator numbers 
against. 

 
Following the discussion of the above 10 key “broken links” is a listing and 
discussion of nine other significant findings that warrant immediate attention 
by Riverside County.  Some of these requirements are conditions of the state 
certification of the Sequoia Election System; strict compliance with them is 
essential to maintaining that certification. 

 
This report will focus primarily on the weaknesses in the chain-of-custody, a 
process critical to ensuring that ballots are not lost, added, or altered.  As 
Secretary of State Debra Bowen said [about the chain of custody process with 
electronic voting machines], “In Nevada, they do a better job of testing and 
monitoring electronic slot machines than anybody anywhere in this country 
that has evaluated electronic voting machines.  And all you’re talking about 
with electronic slot machines is money – you’re not talking about democracy, 
freedom, human rights and all of the decisions that come about as a result of 
elections.”  
 
The current system encourages precinct workers, who frequently don’t account 
for the number of cast and unused ballots, to “leave it to the main office to fix” 
in the days after the election as observers heard trainers say.  We have 
observed hundreds of documents modified/”corrected” by ROV headquarters 
staff; many of these modified documents still did not balance or reconcile.   
 
One poll worker commented, “Instructions were very poor – we were not told 
many details about how to close [account for the ballots].”  Others commented 
that the poll worker training was inadequate. 

 
Poll workers are often given less than 5 minutes of instruction in how to complete 
the chain-of-custody accountability forms.  This instruction, if given at all, comes 
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at the end of a two-hour training session.  Often workers are told at the end of 
training to just look over the forms before Election Day and read what has to be 
done.  The impact of this lack of priority to accounting for the security and 
location of ballots and memory cards is painfully obvious from the examples in 
this report.   
 
SAVE R VOTE STRONGLY RECOMMENDS AT LEAST ONE FULL HOUR 
BE DEVOTED TO INSTRUCTING WORKERS ON THE IMPORTANCE OF 
AND HOW TO COMPLETE ALL CHAIN-OF-CUSTODY DOCUMENTS.  
WHEN THE CHAIN OF CUSTODY IS BROKEN, THE EVIDENCE CAN NOT 
BE ADMITTED IN COURT.  WHY SHOULD IT BE ADMITTED IN AN 
AMERICAN ELECTION? 
 

REPORT CONTRIBUTORS 
 

Tom Courbat – Coordinator and editor 
Rick Palardy – Observer, data gathering, analysis and reporting 
Art Cassel – Observer, data gathering, analysis and reporting* 
Greg Taber - Observer, data gathering, analysis and reporting* 
Paul Jacobs -  Observer, data gathering 
Julie D’Onofrio- Observer, data gathering 
Robert Newman- Observer, data gathering 
Mary Newman-   Observer, data gathering 

 
*Non SAVE R VOTE members who contributed significantly.
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PART I 
Security and Chain-of-Custody Issues 

Discussion and Documentation 
 

OBSERVATIONS:  
 
1) Voting machines are left unattended in public locations for up to 11 days 

before the election, making them vulnerable to tampering or theft.   
2) There was no documentation of when machines left the ROV warehouse 

or when they were returned to the warehouse by the four transportation 
companies used to deliver and pick up the 700+ machines to and from the 
precincts. 
 

DOCUMENTATION:  
 

1) Equipment Delivery Receipts 
a) A review of the Equipment Delivery Receipts disclosed that in three 

locations, Precinct numbers 56913, 38027 and 38028, the DREs were 
delivered to public bathrooms as the “secure location”.  Since public 
bathrooms typically allow for locking for privacy, anyone can enter the 
bathroom, lock the door, and spend the 5 minutes necessary to tamper 
with the DRE. 

b) Further review indicated no accounting for the subsequent pickup and 
return of the voting units from the precincts to the ROV warehouse.     

2) Transfer Company Receipts 
a) These “receipts” are somewhat of a misnomer as they are essentially a 

log, maintained by the ROV warehouse, regarding the pickup from and 
return to the warehouse of the DREs by the transportation companies.   
Inexplicably the form does not contain a column for recording the date 
and time the DREs left the warehouse.  It does contain a column for the 
date (but not the time) each of the DREs was returned to the warehouse; 
however, the date column is left blank on virtually every line.   

b) There is a box on the forms that is checked with an “X” indicating the 
DRE was picked up and another box with an “X” indicating it was 
returned.  Some of the boxes have been “whited-out” and an “X” then 
placed where the box had been.  Further, there were instances where 
some lines were highlighted in yellow, some in purple, and the ROV 
had no explanation as to the significance or the reason for the alterations 
or highlighting.   

c) One or more of the required signatures and dates of the transportation 
company representative and the ROV warehouse person is/are missing 
on the Transfer Company Receipt (AKA log).  The signatures and date 
are required for both the pickup the DREs from the warehouse and the 
return of the DREs to the warehouse.  Failure to complete this 
certification is a breach of the chain of custody of the machines.  As a 
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result, for periods of time, the whereabouts of the DREs cannot be 
vouched for.  

 SAMPLE DOCUMENT #1 – Delivered to bathroom & no post- election 
signatures or date regarding the security and pick-up of DRE.  
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Sample Document #2 – Transfer Company Receipt (log) showing 
absence of time and dates for pick up and delivery of individual DREs.  
Also note erasures indicated by an “X” with no box outlining it and 
unexplained color coding of certain entries in the log. ROV unable to 
explain color coding. 
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Sample Document #3 - Transfer Company Receipt (log) showing 
absence of signatures by Transportation Company representative on 
both lines related to pick up and return of the DREs.  Also lacking is 
the signature of the ROV Warehouse person for the return of the entire 
list of DREs. 

  
It should be noted that no criminal background checks are provided to the 
County for any of the dozens of transportation company employees who 
handle this equipment. 
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 OBSERVATIONS: 
 

3) Many precinct workers failed to complete the required 
reconciliation documents accurately as required by Election 
Code Section 14405 (b) which states the full precinct board 
shall complete the required forms including the EC Code 
Section 14107 requirement attesting to the number of voters 
who voted at that precinct. 

 
a) Upon the closing of the polls, the precinct workers are required 

to perform a count of regular and provisional ballots cast by 
paper and by DRE, and then to record the total numbers of 
such ballots  on a reconciliation form.  The precinct workers 
also certify the total of number of voters who cast ballots at 
that precinct.  Additionally, the number of unused paper ballots 
is required to be counted and then recorded on the 
reconciliation form.  The number of paper ballot votes cast 
should then be added to the number of unused and spoiled 
paper ballots and reconciled to the number of paper ballots 
received by the precinct.   

b) That this process be completed fully and accurately is essential 
in the chain of custody of paper ballots.  Any omission of a 
step, inaccuracy in a total, or a failure to reconcile the counts 
back to the number of paper ballots received is a serious breach 
in the chain of custody.  The ROV after receiving the 
documents from the precincts after the election, should check 
each reconciliation sheet from each precinct to make certain 
that the number of ballots voted, spoiled and unused is accurate 
and reconciles as described above.  Failure to do so means that 
the count of voted and unused ballots is not verifiable in a post-
election audit and that the whereabouts of ballots can not be 
determined. 

c) We noted that the ROV has prohibited precinct workers from 
recording the number of total ballots received at the precinct on 
the reconciliation form (the box now reads “For Office Use 
Only”).  In the February election, workers were required to 
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record that number so that a full and complete reconciliation 
could be performed in the precinct.  Without the number of 
ballots received at each of the precincts, it is now impossible 
to reconcile their counts of voted and unused ballots with 
the number of ballots received from the ROV.  Large 
numbers of unaccounted-for ballots result from this 
violation of universal standards of accounting. 

d) Similarly, the ROV does not require an accounting of 
provisional ballots that were provided to the precincts for the 
election.  The precincts receive 125 provisional ballots, but are 
not required to reconcile the numbers of used and unused 
provisionals at the close of the polls.  The ROV has not 
provided any reconciliation of counts of the provisional ballots 
voted and unused from the precincts.  It is apparent that absent 
any accounting for the provisional ballots, the chain of custody 
has been broken and the opportunity for potential misuse of 
provisional ballots has been needlessly created. 

e) Our review of the reconciliation documents revealed that a 
high proportion of them contained one or more serious errors.  
Moreover, many of the reconciliation forms have been 
“corrected” by ROV staff in an effort to bring the forms into 
balance; however, even after these “corrections” the counts still 
don’t balance. 

f) In some precincts, the inspector failed to complete the 
reconciliation form, or failed to sign below the statement that 
attests to the accuracy of the information provided.   

Examples of these failures are as follows:  
 
DOCUMENTATION: 
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February 2008 Reconciliation effort reveals 129 ballots missing and 4 voters who signed roster 
to vote but whose ballots were apparently lost.  The audit of these individual precinct 
documents revealed a significant number of problems of this nature.  Numbers are changed 
without explanation and still there is no accurate accounting for all the ballots. 

 

What 
happened to 
the other four 
voters who 
signed in to 
vote?

These #s 
MUST add 
up to the 
#s in the 
top boxes.  
These 
were 
reduced 
from 154 
and 118 
signatures 
per poll 
workers to 
zero by 
ROV HQ 
staff w/o 
explanatio
n. 129 MISSING 

BALLOTS 
 
Total number of 
Paper Ballots 
Received (615) 
less those unused, 
spoiled, and voted 
= 486.  Where are 
the other 129 
ballots? 
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February 2008 Election 

 

Per instructions 
below, this number 
should be 272, NOT 
330, which over-
reports voters who 
voted by 58 voters, or 
a 21% over-reporting 
of voters. 
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June 3, 2008 Election Reconciliation Form comes up short 173 Ballots  
ELECTRONIC/PAPER BALLOT STATEMENT SHEET 
 

 
NOTE:  Workers at Precinct 11413 (Fire Station #10 in 
Riverside) reported ZERO electronic ballots cast (top of page), 
but central office added in 38 electronic votes in green ink.  
However, central office also reported 85 voters signed in to 
vote electronically.  Workers failed to place tamper-evident seal 
at top and failed to report DRE machine number.  Paper 
provisional roster signatures are reported as 124 by workers, 
and changed to 10 (or 1 or 0?) by central staff.  There are NO 
voted paper ballots reported, yet workers reported 85 voters 
signed the roster to vote on paper ballots.  Central office staff 
altered 85 to 20. Ballot inventory forms showed 685 [For 
Office Use Only] blank ballots signed for by precinct inspector 
to be used at precinct. Above report shows only 491 unused 
ballots (and one spoiled), which should mean that 193 paper 
ballots were cast.  If central office figures of only 20 are 
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correct, then there are 173 unaccounted-for ballots in this 
precinct alone. 
JUNE 3, 2008 ELECTION – BLANK, UNCERTIFIED AND 
UNSIGNED STATEMENT OF NUMBER OF VOTERS WHO CAST 
BALLOTS AT THE SAME PRECINCT 11413 ILLUSTRATED 
ABOVE.  THIS VIOLATES ELECTION CODE SECTION 14107 
REQUIRING COMPLETION AND CERTIFICATION BY THE 
PRECINCT BOARD. 
 

 
Failure of precinct inspector and all precinct workers to complete, sign 
and certify this document is a major break in the chain of custody 
necessary to validate election results.  Blank documents can easily be 
filled in later with any number rendering the entire process 
compromised. 
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JUNE 3, 2008 ELECTION – SAME PRECINCT # 11413 -
REPLACEMENT SEAL LOG SHOWS TWO REPLACEMENT 
SEALS WERE APPARENTLY REMOVED FROM THE DRE [DRE 
UNIT # NOT RECORDED AS REQUIRED] WITHOUT ANY 
AUTHORITY TO DO SO, NO DATE AND TIME, INITIALS OR 
REPLACEMENT SEAL NUMBER RECORDED. ALL THIS 
DESPITE VERY CLEAR INSTRUCTIONS. 
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JUNE 3, 2008 ELECTION – SAME PRECINCT # 11413 – 
FIRST VOTER CHECKLIST REQUIRED TO BE SURE NO 
BALLOTS ARE RECORDED ELECTRONICALLY BEFORE THE 
FIRST BALLOT IS CAST.  THERE IS NO INDICATION OF THE 
REQUIRED VOTING UNIT NUMBER, THUS THE SIGNATURES 
CANNOT IMMEDIATELY BE TIED TO THE CHAIN OF 
CUSTODY FOR THIS VOTING UNIT. 
 

 
 

OBSERVATION: 
 
4) Over 98% of precinct inspectors failed to count the paper 
ballots issued to them as instructed by the ROV’s Election 
Officer’s Handbook resulting in a lack of ability to account for 
all ballots. 

 
a)  The ROV’s written instructions require that precinct inspectors 
count the ballots received from the ROV when given to them at 
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the training session.  A form (the Ballot Inventory form) is 
provided to each inspector. The inspector, in the presence of the 
trainer or other ROV staff who acts as a verifier, is required to 
hand-count the ballots and record the number on the line of the 
respective party.  The ROV has recorded the number of ballots 
issued for each party, as well as the total number of ballots for the 
precinct, on the form.  The hand-written count of the inspector 
must match the ROV’s numbers for the individual parties and the 
precinct as a whole.  
  
b)  A review of the completed Ballot Inventory Forms revealed 
that the    vast majority of the forms had neither numbers filled in 
on the lines for the respective parties, nor for the precinct totals. It 
appears that most inspectors simply signed the form without 
performing the essential count of ballots.  Without a count of how 
many ballots were actually received, it is not possible to perform 
reconciliation at the conclusion of the election process.  The 
failure to perform the required ballot count constitutes a serious 
breach of the chain of custody for the ballots.  Bank tellers must 
always account for beginning cash, but precinct inspectors are not 
accounting for beginning number of ballots. 
 
c)  In those precincts where counts were performed there were 
instances where the inspectors’ ballot count did not match the 
ROV’s numbers.  The samples below reflect a “shorted” amount 
of 923 ballots on just the few samples shown.  
 
d) Instances where neither the inspector nor a verifier signed the 
form   were observed.  In some cases, the inspector did sign the 
form, but no signature appears for a verifier.  Instances where 
neither signed left literally thousands of ballots unaccounted for. 
If ballots are being retained at ROV headquarters, whether 
purposely or by inadvertence, not only is the chain of custody 
broken but serious questions arise regarding why this is not 
accounted for.  
 
e) The instructions to the precinct inspectors pertaining to the 
count are, in our estimation, inadequate.  No part of the 
instruction, either in the Handbook or on the Ballot Inventory 
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form, indicates what an inspector is supposed to do when his/her 
count does not match the numbers recorded by the ROV. 
 
f) We are not aware of any follow-up to these serious 
deficiencies by the ROV. Obviously, the ROV should follow-up 
with any inspector who fails to perform the required ballot count.  
The ROV should also have in place a process whereby 
discrepancies in the precinct and ROV can be immediately 
reported and resolved.  These same lapses in chain of custody 
occurred in the February election. 

 
DOCUMENTATION: 
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This is one of (the nine) few of the 1,440 Ballot Inventory Forms completed correctly. It CAN 
be done! 
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Precinct 52104 – No signature by Inspector or Verifier for 510 ballots. Who had custody, 
where, and for how long? 

 
 
NOTE:  PRECINCT 52504 WAS LIKEWISE UNSIGNED FOR IN THE AMOUNT OF 810 
BALLOTS.  THE SAME QUESTIONS APPLY – WHO HAD THEM, WHERE, WHEN & 
FOR HOW LONG? 
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PRECINCT 55860 – REFLECTS RECEIPT OF ONLY 53 BALLOTS 
OUT OF 810 STATED BY ROV TO HAVE BEEN DELIVERED.  
CERTIFIED BY THE PRECINCT INSPECTOR AND VERIFIER. 
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PRECINCT 57609 REFLECTS RECEIPT OF ONLY 695 BALLOTS 
INSTEAD OF 760 REPORTED DELIVERED BY THE ROV. 
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OBSERVATION: 
 

5) A number of the brown “voted-ballot” cartons that also contained 
the electronic results cartridge (memory card), which must be sealed 
pursuant to State and County regulations to prevent tampering, 
arrived at the collection centers and the ROV office without seals or 
with broken seals and without bar codes.  Several results cartridges 
were missing for days, in one case 4 days. 

 

DOCUMENTATION: 
This log reflects the date and time various initially missing cartridges were located and accounted for 
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Precinct 37726 – “Voted ballots NOT placed in Brown Box” raising 
question of where were the voted ballots and how were they secured? 
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Precinct 11212 – Voted Ballot Carton not sealed right and no bar code 
resulting in a clear break in chain of custody. 
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Precinct 21883 “Brown Voted-Ballot carton seal broken – used 
emergency seal.”  No explanation is offered for reason seal is broken 
thus tampering could have occurred before or during transport. 
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Precinct 35-894 reported “Only one of two” ballot cartons was sealed 
leaving the question whether it was the “brown voted-ballots” carton 
was unsealed or the “white unused-ballots” carton.  In either case, 
failure to seal either carton is a violation of chain-of-custody 
requirements. 

 
 
OBSERVATION: 
 

6) Some of the 22 collection sites, where precinct inspectors bring 
their ballots and voting machine memory cards after the polls 
close, have consistently failed to account for the items brought to 
them from the precincts, with the ROV’s collection center being 
the prime example of failure to account for items delivered to it. 

 
The place where some of the most hands are involved with the ballots 
and the electronic results cartridges is at the (regional) collection 
centers.  It is here that if there are items missing, or security seals not 
applied and bar codes not read, the responsibility is placed squarely on 
the collection center staff.  Any “free pass” issued or failure to inspect 
and confirm by collection center staff is a major violation of the chain of 
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custody and E.C. Section 15405 (a) which states in part “…The officers 
receiving returned ballots shall compel this accounting.” [SRV emphasis 
added] The above items are each critical to the integrity of the 
election process and, therefore, require the strictest security and 
accountability measures. 

   
a) Prior to leaving the precinct, the inspector completes the Election 

Collections Receipt form on which is printed the several items that 
are to be delivered to the assigned collection center.  By placing 
check marks on the left side of the form, the precinct inspector 
confirms that each specified item is being sent to the collection 
center  

b) After the ballots have been counted and reconciled at the precinct, 
they and the results cartridge are transported to one of 22 regional 
collection centers.  Very specific procedures govern this transmittal 
process, including the “two-person” rule, as the ballots are 
vulnerable to tampering or theft while enroute. 

c) Failure to properly seal the items transported to the collection center 
jeopardizes the security of the items and, especially with regards to 
the ballot cartons, could lead to ballot tampering or theft. 

d) Most important is that the cartons in which the voted ballots and 
results cartridges have been placed are securely sealed.  Sealing 
precludes loss or tampering, thereby protecting the chain of 
custody. 

e) Upon arrival at the collection center, a worker places check marks 
on the right side of the Election Collections Receipt form to 
confirm receipt of each item.  The items include: 1) a brown, sealed 
carton that contains the voted ballots and the electronic results 
cartridge; 2) a white, sealed carton that contains the unvoted and 
spoiled ballots; 3) the red pouch in which the various rosters and the 
provisional and vote-by-mail ballots are contained; and 4) the blue 
ballot box that includes the e-voting card activation unit and the 
VeriVote Printer. 

f) Some of the receipt forms that were completed by collection center 
workers reflect improperly or unsealed ballot cartons and red 
pouches. 

g) The report regarding the Blythe precincts stated “all collections 
receipts done incorrectly x 4.” 
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h) Another report revealed all election materials were transported “in 
open-bed truck”, a violation not noted for several elections. 

i) In a number of cases, collection center staff failed to complete the 
Election Collection Receipt form. 

j) After receiving the above items from the last precinct, collection 
center staff is required to complete a form that reflects receipt of the 
items from each precinct.  This form is submitted to the ROV 
headquarters as a transmittal for delivery of the precincts’ material. 

k) Without this form, there is no record of the delivery of the election 
material to the ROV and a breach in the chain of custody results. 

l) In past elections, several collection centers failed to complete the 
transmittal document and, thereby, created a security issue and 
another break in the chain of custody.  In the June election only 
Temecula and the staff assigned to ROV collection center failed 
to complete this required document.  This was the third 
consecutive election in which the ROV location failed to do so. 

m) Failure by the collection center workers to mark the receipt form 
creates the impression that the items were not delivered and are 
unaccounted.  In such a case, the security of and control over the 
ballots would appear to be compromised. 

n) Nine precincts failed to turn in ANY Election Collections Receipts 
and there was no notation by any of the Collection Center staff 
indicating the failure to receive the receipts.  It raises the question 
of whether or when the election materials (ballots and results 
cartridges) came in from these precincts. 

 

DOCUMENTATION: 
 
There were no receipts for the following 9 precincts as indicated by ROV staff.  This represents loss 
of chain of custody for hundreds, perhaps over 1,000 ballots.  Failure to provide the Election 
Collections Receipt appears to represent multiple individual violations of EC Section 14404(a) which 
states, in part, “…officers receiving returned ballots shall compel this accounting…” 
 

Precinct # 
11-719  recpt not found, assumed one of 8 blank 
11-721  recpt not found, assumed one of 8 blank 
18-603  recpt not found, assumed one of 8 blank 
30-074  recpt not found, assumed one of 8 blank 
30-992  recpt not found, assumed one of 8 blank 
37-681  recpt not found, assumed one of 8 blank 
49-016  recpt not found, assumed one of 8 blank 
52-324  recpt not found, assumed one of 8 blank 
52-521  recpt not found, assumed one of 8 blank 



 30

ROV Collection Center failed to complete any information on any of the 66 
precincts that turned in ballots and memory cards to them.  Note blank 
report.  This leaves a break in the chain of custody of about 5,000 ballots. 
This collection center was the ONLY one of 22 NOT to complete this 
documentation. In previous elections as many as 5 Collection Centers failed 
to complete this accounting for incoming elections ballots, etc. 
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ROV Collection Center failed 
for the third consecutive election 
to complete any accounting for 
the ballots and results cartridges 
from a large number of 
precincts.  In November 2007, 
they failed to account for 44 
precincts and in February 2008 
they failed to account for 47 
precincts. 
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The Norco Collection Site did an outstanding job of documenting incoming 
voting materials indicating what arrived, when, and any problems. 
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The San Jacinto Library Collection Center did one of the best jobs of 
documenting problems (including lack of seals) with incoming cartons and 
bags.  However, whenever any boxes come to the collection center not 
sealed, the chain-of-custody has been broken and the “pristine” status of the 
ballots contained therein cannot be vouched for. 
 

 
 
The Blythe Collection Center reported that “all collections receipts were done 
incorrectly” from each of the four reporting precincts.  
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The Riverside County Administration Center (CAC) reported that over half of 
the incoming elections materials contained no bar codes or that the bar codes 
were covered.  This bar code system, first implemented in the March 2007 
Desert Hot Springs Election continues into its fourth election with significant 
problems, creating further erosion of the chain-of-custody and control. 
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Precinct 22851 appears to have violated the “two-person rule” when it was 
reported that only one individual showed up with all the elections materials. 
 
Precinct 22851 – June 2008 Election.  “Mr. Luna delivered to collection center alone.”   
 
This is contrary to pg 93 of Election Officer Handbook which states “The Inspector and one officer of 
the precinct must transport the Voted and Unvoted paper ballot cartons, election materials Ballot Box, 
and the Red Transport Bag to the Collection Center.  Both the Inspector and his/her assistant must 
ride in the same vehicle.” 
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Precinct 11111 
Compromised Chain of Custody due to failure to confirm sealing of boxes of voted and unvvoted 
ballots.  Adding or removing ballots from unsealed ballot cartons could occur easily and without 
detection.  Collection Center staff inappropriately accepted them without notation or explanation.  
 
. 
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At Precinct 11203, Inspector failed to complete the Election Collections Center document confirming 
items being delivered to Collection Center.  Collection Center staff inappropriately accepted the 
document and signed off on their side of the form.  This shows failure to adhere to good chain of 
custody principles and to comply with the ROV procedures.  
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Precinct 14014 Election Collections Center document properly completed and signed by Inspector & 
staff & never validated by collection center staff. 
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Precinct 52107 – Ending inventory of ballots not calculated (counted) due to “lack of time”.  
Apparent violation of EC 14405(a) “…officers receiving returned ballots shall compel this 
accounting.” 
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OBSERVATION: 
 

7) The ROV eliminated the use of privacy sleeves in which vote-
by-mail voters have traditionally placed their completed 
ballots prior to mailing to the ROV.  
a) The use of these sleeves protected the identity of the voter and 
the particular votes he/she cast because the ROV worker who 
opened the envelope containing the sleeve would see the name of 
the voter on the envelope, but not the ballot itself.  Another ROV 
worker would receive the sleeve without the envelope and 
process the ballot without learning the identity of the voter. 
b) The compromise of the voters’ anonymity by the 
elimination of the privacy sleeve violates assured-voter-privacy 
for over half of the voters in Riverside County and creates the 
opportunity for misuse of an ROV worker’s knowledge of how 
voters cast their ballots.  It depends on the worker “not looking”, 
an almost unenforceable requirement, and one that a voter should 
not be subjected to, given the myriad of other violations by the 
ROV and staff in this report. 

 
OBSERVATION: 

 
8) On election night, workers at ROV headquarters often failed to 
record items that they received from the collection centers and 
began bringing in items in the back of the warehouse out of view 
of the public. 

a) Without the required documentation of items received, it is not 
possible to account for the items that were sent from the 
collection centers to ROV headquarters. 
b) Since these items included the ballots cast, both by paper and 
DRE, a very serious breach in the chain of custody results.  The 
integrity of all elections is based on the ability to account for all 
ballots.  To compromise that integrity because of a failure to 
complete a receipt form is completely unprofessional and 
unacceptable.  If the form needs redesign, then redesign it. 
c)  When the volume of returning ballots and memory cards 
began to increase, the ROV staff abandoned the forms designed 
to account for what was being received.  They ultimately resorted 
to hand writing the precinct numbers on a blank piece of paper, 
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which served no purpose other than to report that precinct 
“reported in”, but no notation of number of ballots, etc. 
d)  The thousands of unused ballots and other election materials 
were brought in the back of the warehouse where observers were 
prohibited, in violation of Election Code Section 15004 which 
requires that citizen observers view every aspect of the election 
process.  There is yet to be any reconciliation released of the 
status of the tens of thousands of unused ballots, following a 
California Public Records Act request for such an accounting. 
 
DOCUMENTATION: 
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The ROV Central Office received election materials from the 22 Collection 
Centers as they reported in on Election Night. That office began keeping 
track of incoming materials on the “ROV Receiving Center” logs (below) 
but fell behind as the night advanced.  The forms below reflect a lack of full 
(or any) accounting for many of the precincts.  The failing bar code system 
is seen as well as an example of recording of a missing results cartridge. 
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Accounting for incoming precincts deteriorated to the point of simply 
recording precinct numbers on an untitled blank piece of paper as illustrated 
below. 

 
The aspect of this that is most disconcerting is that it deteriorated to this 
point during a very low turnout election.  What will happen in November? 
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OBSERVATION: 

 
9) The ROV indicated an intention to erase the results 

cartridges of June election, thus preventing the “original” 
electronic votes from ever being audited. 
a) Condition 27 requires that memory (results cartridges) be 

retained for the full election retention period when the chain 
of custody of any voting equipment has been compromised 
(and the chain of custody on all DREs has been compromised 
as demonstrated in this report). 

b)  The ROV should retain all results cartridges from the June 
election for the required 22 months required since the election 
included voting for a federal office (congressional primaries). 

 
OBSERVATION: 
 

10)  No copy of required Precinct results posting indicating 
number of ballots cast is sent to the ROV office as required 
by “Certification Condition 15”, thus giving no comparison 
number to check central tabulator numbers against. 
a) The condition is clear that two transcription copies of the 

results must be made and signed by all poll workers and that 
one copy, plus the audit log of the DRE, must be returned to 
the ROV office. 

b) ROV staff indicated no second copy of the results tape is 
made or retained. 

c) Compliance with this requirement is another link in the 
critical chain-of-custody accountability for the ballots. 

 
This concludes the 10 security chain-of-custody issues.  The following 
additional areas of deficiency are provided as examples of significant 
instances of operational issues.  They too require immediate attention, 
as a number of them reflect apparent non-compliance with one or more 
of the Conditional Certification requirements necessary to maintain 
certification of the entire Sequoia election system. 
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PART II 
OPERATIONAL AND COMPLIANCE ISSUES 

 
OBSERVATION: 
 
11) Many polling places are not adequate to be designated as 

such because of deficiencies of size, location, parking, and 
safety. 

  a) Our review of written comments submitted by range 
inspectors and precinct personnel found common concern 
regarding the adequacy of many polling places.  The foremost 
concern was that many polling places are too small and will 
present difficulties in a high-turnout election.  They fear long 
lines, delays in voting, and compromise to the voting process, 
particularly in polling places where two precincts are housed.  
This could result in actual voter disenfranchisement if the 
lines are too long and employment, child care, ill health, etc. 
require the voter to leave without casting a vote. 
b)  Allied to this factor are complaints that many of the polling 
places must contend with loud noise (fire stations), conflicts with 
other activities in the same room (multi-purpose rooms in 
schools), accessibility and parking (strip malls), inclement 
weather consequences (residences and garages), and lack of 
privacy (retail and real estate offices).  One range inspector 
complained that precinct 50000 is a “fire trap”. 

 
OBSERVATION: 

 
12)  Poll Workers asked voters, or gave them the option to use 

the    electronic voting machines–contrary to the intent of 
Conditional Certification Requirements.   
a) The Secretary of State, in August 2007, decertified the use of 

Sequoia DREs. She permitted the use of one DRE per precinct 
to accommodate voters with disabilities.  Such voters, at their 
volition, are permitted to vote on an electronic voting 
machine.  
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b)  In reviewing the written comments of the poll workers and 
the rangers, we noted several instances where poll workers 
solicited or encouraged a very high number of electronic 
votes. 

c)  An analysis of the use of electronic voting machines reveals 
that high usage (over 20 votes) occurred in 85 of the 720 
precincts. Within the count of 85 precincts, 34 precincts 
registered over 50 electronic ballots and 5 precincts recorded 
over 100 electronic ballots cast.  The number of precincts 
reporting high DRE usage has decreased significantly from 
February.  Those 85 precincts, however, still inexplicably 
appear to be out of compliance with at least the intent the 
limitation on use of the DREs. 

d) Instructions from the ROV are for the poll workers not to 
encourage electronic voting.  We saw no evidence of follow-
up by the ROV on violations of this issue. 

e) A large poster stating the DREs are available upon request, 
was mutually agreed upon by the ROV and SRV to negate 
verbal offerings by the workers.  In as much as many sites 
continued to verbally offer the DREs, we would request that 
the  sign no longer be posted and workers be reminded again 
to not offer DREs. 

 
OBSERVATION: 
 
13)  To protect the voter’s anonymity, Condition 1 of the state 

Conditional Re-Approval document requires if one person uses a 
DRE, that four additional voters be directed to use the DRE as 
well, resulting in a minimum of 5 DRE ballots cast.  In 61 
instances, documented by SAVE R VOTE from ROV reports, 
the number of votes cast on DREs failed to meet this 
requirement, potentially exposing the identity of the voter.  This 
requirement must be strictly enforced for voter privacy. 
 

OBSERVATION: 
 
14) Many poll workers (19 that were documented) were absent 

without notice or authorization on Election Day.  
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a)  Poll workers who fail to appear without proper notice present 
serious problems for the precinct inspector and the other poll 
workers.  The work load expected for the November General 
election will be much higher than it was for the February of 
June primary elections.  All staff will be needed, without 
exception.  Many of the problem areas that we have discussed 
result, at least in part, from workload issues.  

 
OBSERVATION: 
 
15) No Criminal background checks are performed on poll 

workers, precinct inspectors or range inspectors.  Yet a recent 
TV investigation in Pittsburg, PA showed 13 precinct inspectors 
with total control of their precinct had felony convictions.  
Recommendations to conduct DOJ/NCIC background checks 
have gone unheeded in Riverside County. 

 
OBSERVATION:  

 
16) The “Yellow Button” remains as vulnerable as ever, 

notwithstanding the purchase of a flexible yellow cover that is 
placed around and over the button, with a hook for a plastic seal.  
No seals have ever been used to secure the cover.  In addition, 
the cover itself may be inadequately secured to the voting unit.  
This button allows a voter to vote repeatedly until restrained. 

 
OBSERVATION: 

 
17) Central tabulator viewing did not meet requirements of 

condition 24 of certification 
a) While external monitors were set up for public viewing of the 

activities of the six Optec 400C scanners, there was no 
external monitor set up for viewing the activities on the 
central tabulator. 

b) The public has a right to view “any and all phases of the 
election process”; this definitely includes the tabulation of 
ballots cast which is the essential activity of the election 
process.   



 50

c) Since the ROV prohibits (at her discretion) any observers in 
the central tabulator room, the central tabulator external 
monitor is the only vehicle observers have to view this critical 
activity.  This should be installed immediately. 

 
 
OBSERVATION: 
 
18) Observers were in several instances precluded from “lawful 

meaningful observation” and threatened with removal for 
“interfering” with a process. 
a) Condition 14 requires that upon request, members of the 
public must be permitted to observe and inspect, without 
physical contact, the integrity of all externally visible security 
seals used to secure voting equipment in a time and manner that 
does not interfere with the conduct of the election or the privacy 
of any voter. 
b) The ROV has prohibited observers from going behind 
voting machines to check seals in direct violation of this 
Condition. 
c) Some observers at collection centers were threatened with 
removal and arrest for simply attempting to videotape the 
activities and attempting to confirm the various processes. 
d) Some observers were prohibited from observing the closing 
process at various precincts, thus violating Election Code Section 
15004 et seq. 
e) There has been some progress in this area and we 
encourage the ROV to urge all precinct staff to cooperate fully. 

 
OBSERVATION: 

 
19) Condition 19 requires the vendor (Sequoia) to reimburse the 

county for any post-election auditing requirements imposed 
as a result of the certification.  Riverside County has not 
billed nor received any reimbursement for these costs.  These 
costs should be identified and billed for both the February 
and June elections, as well as future elections. 
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CONCLUSION 
  

The above discussed deficiencies resulted from the failure of poll 
workers, precinct and range inspectors, collection center personnel, 
and ROV staff to follow and complete security and chain-of-custody 
procedures that are prescribed by County and/or State laws and 
procedures.   
 
Whether this owes to inadequate training, ineffective supervision, or 
understaffing, we leave to others to consider.  We believe, however, 
that it is imperative that all appropriate steps be implemented  to 
resolve these deficiencies before Riverside County faces a voting crisis 
and possible decertification.  With a very high voter turnout being 
highly likely for November, our election system must operate at peak 
level of proficiency and full legal compliance. 
 
The Secretary of State in August 2007 decertified all Sequoia DREs 
and the high speed Sequoia 400C scanners used to scan and tabulate 
the count of paper ballots. She then immediately recertified the use of 
the 400C scanners and one DRE per precinct conditioned on the 
County’s compliance with a list of 41 security and operational 
standards. In a letter dated October 2, 2007, the Secretary of State 
advised ROV Dunmore that “…the process of complying with the 
conditions imposed in the recertification order is ongoing … and 
will only be revisited should it be determined the conditions are 
not being met.”   
 

Given the significant security and chain-of-custody lapses documented 
in this review, it appears the county must immediately implement strict 
controls to retain “conditional certification” of the entire Sequoia 
voting system, which includes the Sequoia Optec 400C high speed 
programmable scanners.  
 

A separate report specifically related to apparent violations of the 
conditions of certification is attached as an added reference. 
 


